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Abstract

Steganography is one of the applications of information hiding techniques. The
purpose of steganography is to transfer messages secretly by embedding messages
into cover media to conceal the very existence of the messages. In this paper, a digital

image steganographic scheme is presented. The steganographic scheme is based on

quantization-based embedding technique and uses digital images as the cover medium.

In using digital image information hiding schemes based on quantization-based
embedding technique to hide secret messages, the distortion of cover images will be
smaller if a smaller quantization step size is used. Besides the quantization step size,
the scheme presented in this paper incorporates an additional adjustable parameter to
further decrease the distortion of cover images. Experimental results show that the
new incorporated parameter can indeed further decrease the distortion of cover images
under a selected quantization step size. However, it should be noted that because of
the selection of different values of the new incorporated parameter, different types of
spikes may appear in the histograms of stego-images leading to a decrease of the
ability of stego-images against detection attacks based on histogram analysis.

Keywords: information hiding, steganography, quantization-based embedding

technique, digital image
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