SHEEEIME R EE R H e E U B T
LR IERIEIE

=

RPN E B A

=

ARSCHEHAFAERY FH Zhang and Wang (2004) Rt Z fek A o Z3iE » i
FEMBMEIL - Zhang and Wang 2757k » AUHBRHIE B AN Z B REESR
(pixel-value differencing, PVD)B’z%ﬁ}ﬁﬁ;iﬁzzv%%%{%(stego-image) » R EEE
H /7l (pixel difference histogram) A= Z [EEEIRET - #msEETiEHE TS
[l ek 7 3 1T (steganalysis) T T 2 T B - 281 - A2 (E B AR RHR R = HHET T 0
Z HE[E|(range)s e A Z U > RN EAE ZRERCE > ERFER T > SEE
B AR2[7(data embedding process) 5l ASieH T REEA G E ZHIEEE
LIEORERHR AR RERR I E 277k » FARIE IR —3RE -

RSt © EAHBSR RS ~ BRREEFEL - PYD ~ BEJTERE T

Ul



An Amendment to the Pixel-value Differencing Based

Steganographic Method Immune to Histogram Steganalysis

Shih-Feng Yang

TransWorld University. Department of Information Management

Abstract

This paper indicates a flaw in the steganographic method proposed by Zhang &
Wang (2004) and proposes a method to repair it. Zhang & Wang’s method can
eliminate the undesired abnormal steps in the pixel difference histograms of the
stego-images generated by the well-known pixel-value-differencing (PVD) technique
and thus is immune to histogram steganalysis. However, under certain conditions, the
flaw, which is associated with the inappropriate setting of the widths of the ranges for
classifying pixel differences, can lead to the failure of data embedding process. To
repair the flaw, a method for generating appropriate range widths to guarantee the
success of data embedding process is proposed.

Key words : information hiding, steganography, pixel-value differencing, PVD,
histogram steganalysis
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