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Abstract

Recently hackers used the botnet to steal and sell the privacy information such as business
information, instead of the previous network attacks, i.e., distributed denial of service attack
(DDOS). New bots include the following features - stealthy, detected and fast-flux such that
they are constantly difficult to be detected even using anti-virus tools as well as completly
cleaned after infected. Generally, botnet are formed by injecting bots into victims thru the use
of Web pages, spam mails, social networks and host vulnerabilities in order to perform the
malicious attacks for hacker. This project has developed an antidote for bots and constructed
an agent-based monitoring/management platform that can accumulate and record the infection
flow of remote hosts. Once hosts were infected by bots, the monitoring platform will send the
antidote to victims, receive the reply reports and send the alert messages to managers for
decreasing their management loading; especially shutdown the network connections, if
required. To validate the effectiveness of system, test cases in Testbed@TWISC are
conducted to emulate network attack scenarios. Experimental results show that the proposed
approach can effectively protect the attacks from both virus and its variant thru recovering the
infected operation system and help managers monitor network zombies. Consequently,
decrease the contagious damages of bots and remarkably increase the securities of campus
networks.
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