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Abstract 

    The development of information technology has changed everyday life in several 

ways. Some researchers [1-35] have attempted to find out how transmission of inform

ation by a network affects people's everyday behavior, and to what degree does a pro

xy digital signature scheme play a role in this affect. For example, in agent-based e-c

ommerce and e-procurement systems, information security is a key element in the dev

elopment of a network, making proxy digital authentication especially important in virt

ual cyberspace. Recent studies [30] have proposed an argument for protecting the prox

y signature, which is the concept of keeping the proprietary security keys from being 

leaked by agents during the agency process. This protection keeps the general characte

ristics of information security from being accessed until the security key is changed b

y the client during the agency period. However, this argument has been disproved [6].

 So we propose a proxy digital signature policy that does not require any hash functi

ons when compared to the thesis paper [6]. Our study presents a channel that does n

ot require security to change a client's security key. The policy is based on a strategy

 of discrete logarithm complexity, which may also be applied to applications using tim

e stamp technology. 

 

Key Words: Proxy Signature, Anonymous Signature, Discrete Logarithm, Undenia

bility, Unforgeability 
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1   Introduction 

The development of information 

technology has changed everyday life in 

several ways. Some researchers [1-35] 

have attempted to find out how 

transmission of information by a network 

affects people's everyday behavior, and to 

what degree does a proxy digital signature 

scheme play a role in this affect. For 

example, in agent-based e-commerce and 

e-procurement systems, information 

security is a key element in the 

development of a network, making proxy 

digital authentication especially important 

in virtual cyberspace. In considering 

personal data privacy protection 

requirements for proxy digital signatures, 

designing an anonymous proxy signature 

mechanism has always been an interesting 

research topic. 

 

A good anonymous proxy signature 

mechanism should be able to meet the 

following requirements: 

Unforgeability [2, 4, 7, 18, 19, 24, 26, 30, 

31, 62,]: Only a designated proxy signer 

can create a valid proxy signature for the 

original signer. That is to say, everyone 

cannot forge a valid proxy signature 

without the delegation of the original 

signer. 

Verifiability [2, 4, 7, 8, 11, 18, 26, 30, 31]: 

A verifier can be convinced that the 

received message is signed by the proxy 

signer authorized by the original signer 

after checking and verifying the proxy 

signature. 

Undeniability [4, 7, 8, 11, 18, 26, 30, 31]: 

The proxy signer is no denying that the 

signature he produced. 

Identifiability [2, 4, 8, 11, 18, 30, 31]: 

Anyone including the original signer can 

decide the corresponding proбy signer’s 
identity from the proxy signature. 

Anonymity [4, 7, 28, 30, 32]: The 

reporting studies about anonymous 

property in proxy signature plan purposes 

to protect the identity of the proxy signer, 

keeping the secrecy of the proxy signer to 

outsider. 

 

II. Literature review 

The study [6] mainly discussed the 

following
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Fig. 1 Anonymous proxy signature generation phase and the verification phase of our 

scheme 

III. Our Propose Scheme 

(1) the parameter generation phase 

The system center selects a large prime 

number p, follow by a primitive element g. 

The system center then announces 

parameters p and g. 

(2) key generation phase  

the original signer Alice selects ox *

pZ as 

her private key and computes her public 

key as )(mod pgy ox

o  , Each proxy 

signer ix U randomly selects ix
*

pZ as 

his/her private key and sets the 

corresponding public key as 

)(mod pgy ix

i  . 

 

 

 

 

(3) delegation signing phase 

the original signer Alice selects 1x *

pZ as 

her pseudo private key and computes her 

pseudo public key as )(mod1

1 pgy
x , 

Without loss of generality, the proxy 

signer ix U randomly selects 2x *

pZ as 

his/her pseudo private key and sets the 

corresponding pseudo public key 

as )(mod2

2 pgy
x . the original signer Alice 

sends her pseudo public key 1y  to the 

proxy signer Bob, the proxy signer Bob 

calculate ))((mod22 pxyxa i  , then 

transmits parameter { a , 2y } to the original 

signer Alice. 

(4) delegation verification phase  

The original signer Alice calculate 
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))((mod)()( 2121 pcxxyyxwxb io  , then 

transmits {b, c} to the proxy signer Bob, 

where w is the expiration time of the 

delegation, and the signing power in the 

warrant. 

(5) APS generation phase  

The proxy signer Bob calculates: 

))((mod)()()( 21210 pcMmxxMyyxwxMmcb i 

 

where )(mod pgM
m ,  

then calculates 

))((mod)(1 pMmcbd  , 

))((mod212 pMyyd   

)(mod)(
2

1)(
2

0
1 pyygd

cmd

i

wd
 , 

)(mod)( 1
i1 pgyr

k ,  

)(mod])[( 1
1

11
122 py

rs
r

m
gd

x
d i

i 
 , 

)(mod2

22 pdr
k , 

))((mod pskxm ttt  , t=1, 2. 

The proxy signer Bob sends data 

{m, td , tr , ts } to the verifier R, t =1, 2. 

(6) APS verification phase 

The verifier R calculates 

)(mod][
1

2
2

2
0

1 p
d

dygiy
cmwdd


 , then verifies 

)(mod])([)( 1
1

1
1

22
222 p

s
r

rr
rdygd

sm

i

m
 . 

If the above equation is valid, then 

accept the message m, else reject. 

VI. Correctness 

Theorem 

In the verification phase, the proxy signers 

can check whether the equation holds. 

 

Proof. 

)(mod)( 2
2

0
1 pdyyg

cMd

i

wd  , 

)(mod)()( 1
1

1
22 prdygd

sr
i

x

i

m  , 

)(mod2
2

2
22 prdd

sr
i

xm  , We prove the 

theorem. Q. E. D. 

V. Conclusion 

In this study, we propose an effective 

period where an authorized person can 

provide authorization while 

commissioning a request, so that agents 

can only execute an agent signature at the 

appointed time without prior notice of 

permission to the authorized agents. The 

advantage of this proxy mechanism is in 

making the recipient able to verify, during 

proxy signature certification, that it is still 

within the commissioned time limit, to 

effectively prevent the abuse of agency 

authority by agents after the authorization 

period is over. In addition, the method as 

applied in the research [6] must have a 

hash function H(), while our method does 

not need a hash function. In information 

security research, the method designed in 

this study has a competitive advantage. In 

the post-PC era when the emphasis is on 

mobile information, the applied practice of 

using a time stamp [5] in computing 

devices has thus become relatively more 

simplified.  Thus, designing a proxy 

signature mechanism for use within a 

limited bandwidth and equipment 

environment is an objective that we will 

continue pursue. 
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