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Abstract

Over nearly 30 years, digital signature has been developed under the assumption t
hat both attackers and attackees are equipped with exactly identical computing facilitie
s [1-7, 9, 11]. If this is not the case, in practical E commerce applications, there exis
ts a risk that passwords of attackees could be cracked by attackers who use fake iden
tities to commit many types of crime on the internet. As a consequence, the entire E
commerce environment holds threats. For this sake, a blind signature scheme [12] was

proposed, while such proposal is found against the fundamentals of a fail stop schem

e, not as it claims to be. Accordingly, a novel fail stop scheme is presented in this w
ork as an effective way to make a secure E-commerce environment against any sort o
f attack.
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1 Introduction

The initial use of passwords to prevent
unintended releases of confidential messages can
be dated back to 1000 years ago. These days,
applications of cryptotography can be found
ubiquitously in many aspects such as the military,
commerce, technology, daily life, etc. Taking the
popular E commerce nowadays as an instance,
there is a growing demand for transactions over
internet, including communication, money transfer,
document deliveries, virtual book stores, online
shopping, even online banks, etc. The applications
of cryptotography are thus seen more important as
the number of network crimes rises.

The strength of a crypotographic algorithm
is measured as the time required to crack an
encrypted code on the condition that the
computing facilities on an attacker side are
identical to those on an attackee side. Accordingly,
a long period of time required indicates a high
security level of such algorithm, and vice versa. In
case a crime group is of a high performance
computing facility, passwords can be cracked
within an extremely limited time frame and fake
identities are employed by hackers to access
business secrets. Consequently, there is a
tremendous loss in the credit of attackees and
online transactions. Under such circumstance,
attackees must find a way to prove their innocence,
and enterprises must ensure clients a well secure
network system in order that online business
transactions can be resumed as expected. For this
sake, proposed in 2004 by Katja Schmidt-Samoa,
an improved version of [8], presented in 2000, is
developed based on a fail stop scheme [10, 11],
requiring factorization. Albeit such scheme is
proven able to clear the attackees of charges, the
price paid is the disclosure of the information on
"=P>4  For safety concern, system parameters
must be replaced, leading to a negative effect on
the network operation for enterprise’s sake.

The point is to find an effective way to
recognize a forgery and prevent attackers from
denial of forgery while keeping "= 7*4 secret. In
light of this, a novel fail stop scheme is proposed
against [12] due to the inherent disadvantages
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thereof. This work is outlined as follows: section II
is devoted to a literature review, the novel
signature scheme is described in section III, and
this work is concluded at the end with futuristic
research directions.

2 Literature Review

The work [12] is stated in brevity as
follows.

Initialization: As the first step, a trusted
dealer D chooses two large prime numbers p and g
such that p =2 p'+1 and g = 2¢'+1, where p' and ¢'
are both prime numbers as well. Computing n = pg
and ¢(n) =(p —1)(¢ —1), ep and dp are then chosen
by the trusted dealer D so as to satisfy e pd p=1
mod ¢(n) . Subsequently, an integer % <% is
randomly selected and # =" modn g evaluated.
Finally, publishing a public key (a,n) thereof, D
keeps a private key d p secret, sending (ep,p) to a
signer S via a secure channel.

Key generation: Randomly choosing a
private key (k , k> , ks , k4), where k. ez, , the

. _ ks gk _ ik
signer S computes A =«"f” modn o =a>f" modn

and @=a"f" modn Finally, S has her/his public
key(#-%.%) and a one-way hash function H
published.

Blinding: Given a message m , a receiver

R selects a random number r out of < . R
computes M = rH(m) mod n with a blinding factor
r , where H(m) denotes the hashed value of the
message m . Then, R sends a blinded message
and x=H(r)modntoS.

Signing: In this phase, computing blinded

signatures S =lkx+k) ang % =mhilkx +k) | § sends

(51.5%) | with which the blinded message # is
signed, to R .
Unblinding: Following the reception of

the blinded signature %) | an unblinding
operation is performed by the receiver R through
5=r"%  and =""%. Then, (s7, 52) is evaluated
as the signature on the hashed message H(m) .
Verification: Anyone can verify the
message-signature (H(m), X, s;, s2) by checking

o5 _ ., Him)
whether @ A" =a “a,modn Lidq trye,
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Proof of forgery: This phase is similar to
the scheme proposed by Susilo et al. The signer
can identify a forgery by revealing non-trivial
factors of .

3 The weakness of the design of
secure digital blind signature schemes

and their applications

A fail stop scheme is applied to a case
where an attacker is of a superior computing
facility relative to an attakee, that is, the attacker is
able to find an easy way to crack the private key
associated with a public key released by the
attackee. Consequently, attakcers, using fake
identities, take illegal action on the internet. For
this sake, there have been a number of research
works addressing this issue [1, 8, 10], among
which [8, 10] are treated as representative pieces
particularly. The work [12] can be said to be an

original proposal in terms of non fail stop schemes.

Unfortunately, during the initialization stage, an
attacker can find out a pubic key pair (a,n), key
generation (£.%.), blind signature (i ,x = H(r)
mod n) of a trusted dear D. Since the attacker
acquires high performance computing facilities, m
can be derived from x, following which 7' can be
forged for taking attack.

4  Our Proposal

A large prime number p, is selected by a
system center to satisfy nlp, -1, where n
represents the product of two large prime
numbers p and ¢q. subsequently, a number g
with a modulo p, and an order p is chosen
by system center 2, represented as

1
P

¢ =—i(mog,)

The open public keys released by the
system center are p,, g and n, while the
associated private keys are p and q.
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4.1 Registration Phase

A user A selects two distinct numbers  x,,
x, € 7, , evaluating

y; =g"(mod p,) °

The user A, holding (y,,y,} as the public

keys, signs up in the system center, while
the private keys x,, 1<i<2, are kept

secret.

4.2 Signature Phase

In the event that A has an intention to send
B an digitally signed message m, the
following procedure must be performed.

(1) Evaluate

.................................... 3)
s;=g°(mod p,)  eeiie
.................................... @)
s, = gla(mod P1) eeeseaiiiiiiiiiienn
.................................... )

(2) Select three distinct numbers k. ez, ,

1<i <3, and evaluate

n = g"‘ (mod p,)

.................................... (6)
r, = g1k2 (mod pl) ......................
.................................... (7)
s;=an +kb(modn) ceooiiiiiiii
.................................... (8)
s, =ar, +k,b,(modn) .oooooiiiiL,
..................................... 9)

3) Send {(r.p,s5,}, 1<i<3, 1<j<2, 10 a

user B.

4.3 Verification Phase

Following the reception of all the relevant

S
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information, B evaluates

s, =y, y,(mod p,)

.................................... (10)
gh=s/ rlbI (mod p;)  ceeeeeiiiii
................................... (11)
g =sirmod p) e
................................... (12)

In case all the above equations are
satisfied, m is accepted. Otherwise, it gets
rejected.

4.4 Dispute handling Phase

Suppose that the message sent from B to A
is forged into {r.b.s,}, 1<i<3, 1<j<2.
After all the steps listed in the signature
phase are performed by A, B then repeats
those in the verification phase. There exists
a (1-¢") probability that s =s,(modn) as
an evidence that a message has been forged.

5 Discussion and Future Research
Directions

A novel fail stop scheme is proposed in this
work to prevent attackers from denial of
forgery without revealing the information
on n=pxgq.A great number of research

activities have been done toward building
secure E-commerce systems over the
internet. To this end, this work is proposed
as an effective means to render a secure
signature scheme. A number of futuristic
research directions are suggested as
follows.

(1) Build up the security of signature

schemes on the basis of this work.

reduce the CPU time and the number of
parameters required.

@)

(3) build a blind signature scheme based

upon a fail stop scheme.
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